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CSCC = Cyber Security Countermeasures Center
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KATABAMI Series

appliance & software
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KATABAMI’s features

Relationship between IPvé and private key
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Secure Network
function of KATABAMI
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Crypt engine on KATABAMI
Curve25519, Poly1305, XSalsa20
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Bridge of KATABAMI

for no-transparent network
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KATABAMI Network
KATABAMI network structure

HTTP RTSP SSH SMTP POP3

TCP, UDP

Layer-4
7IU—-2 32 fE

IP, ICMP (v6)
Session Manager (E2E encryption)

If Controller (P2P encryption)

L -3
NS B TCP, UDP
o B IP, ICMP (v4/v6)
Layer-1
v hD—2 Ethernet (, ARP, RARP), PPP, WiFi, 4G/LTE, 5G, ...

A>T —R[E
2 TUN = TUNnel, TAP = Terminal Access Point, IP Address = IPvéunique local address (fc00::/8)
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> XFICOSDILTE GiisEd Smidis. —EpBIAT THb)
» Ubuntu 16.04 LTS, 18.04 LTS, 20.04 LTS, 22.04 LTS
» Windows 10, 11. Windows Server 2016, 2019, 2022
» MacOS 10.13.x, 10.14.x, 10.15.x, 11.x, 12.x, 13.X
» RHEL/CentOS 7.x. RHEL 8.x. Debian 9.x, 10.x, 11.x. €At linux
» Android 8.1, 9, 10, 11, 12, i0S. iPadOS. Raspberry Pi OS
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